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Cyber threats have become a permanent threat to society. Over the last few
years, accounts of hacking campaigns into public- and private-sector
enterprises have drawn significant attention. In 2017, Yahoo announced that
three billion user account details were exposed in a hacking operation dating
back to 2013. In 2018, Equifax disclosed that malicious actors had penetrated
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its corporate network and exposed sensitive personal data of 143 million U.S.
citizens. The same year, Marriott Hotels declared that the records of 383
million guests were exposed to malicious actors. These breaches descended
from state-coordinated hacking campaigns. Cybersecurity breaches cause
technical catastrophes, but also have significant ramifications at economic,
legal, and individual and personal levels.

In many cyberattacks the victim network is breached long before
detection. The average time to identify a breach is 206 days, with the mean
time to then contain it being 73 days. Cybersecurity incidents caused by
malicious actors are the most common and most expensive to solve.! The
unrecognized presence of malicious actors within the trusted enterprise
network boundary effectively signifies an intelligence gap in computer
network defense.

In order to close this gap, the cybersecurity community established the
field of Cyber Threat Intelligence (CTI). The primary objective of CTI is to
realize a knowledge advantage over cyber threat actors. At the tactical and
operational levels, CTI expedites early detection of malicious behavior,
preferably before a malicious actor gains a foothold in the network. On a
strategic level, CTI provides sense-making and insight into the relevant threat
environment to decisionmakers. Effectively, CTI is the civilian, private-sector
alternative to defensive counterintelligence executed by the established
Intelligence Community (IC).

The marketing of CTI-related products and services is an increasingly
important revenue-generating asset for many cybersecurity vendors with
roots in the production of firewall and antivirus offerings. They have re-
branded the commodity activity of providing a blacklist into a “CTI”
operation and generate intelligence reports using malicious activity detected
in telemetry from sensors placed in customer networks. Many bigger
enterprises have in-house CTI teams, focusing on threats to their network
and catering to stakeholders, such as executive teams, technical teams
(security operations, vulnerability management), and legal and compliance
officers. CTI builds on intelligence studies, computer science, and computer
security fields, such as malware analysis, computer network security, and
intrusion detection. To a lesser extent, it also builds on previous work on
situational awareness, risk forecasting, and risk management.

CTI is a flourishing industry. According to the Council on Foreign
Relations, 352 unique state-sponsored cyberattacks have been identified from
2005 onward.? A total of 28 countries are suspected of sponsoring cyber
operations, ranging from espionage to actual sabotage of critical
infrastructure. The majority of these campaigns were exposed by the CTI
industry. Many technical experts originally employed in the IC have moved
to work for CTI vendors, such as CrowdStrike, FireEye, Talos, and
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Kaspersky. Where Bellingcat has open-sourced intelligence analysis related to
Malaysia Airlines Flight 17, the Syrian Civil War, and the Skripal poisoning,
the CTI field has open-sourced as well as commercialized intelligence analysis
on cyber threats. With its deep technical expertise and subject-matter
knowledge, the CTI field holds tremendous potential to address cybersecurity
threats in the years ahead. As its capabilities equal or in some cases exceed
those of government intelligence agencies, CTI is a useful associate in the
current cybersecurity cat-and-mouse reality.

However, CTI is also a field in its infancy. This has several consequences
that we discuss in this article. We argue that CTI is a product without a
process, which has several underlying causes and consequences for the CTI
practice. CTI has already contributed toward increased computer security,
but it has solved technology problems with technology solutions. This is a
logical reflex for a field firmly grounded in computer science. However, its
initial innovation has stalled and many of its challenges are not widely
recognized, while the field still has problems to solve. We argue that the CTI
field should not address its challenges by adding more technology. They
rather need to be informed by the work on intelligence analysis and
methodology, also referred to as analytical tradecraft, originally cultivated in
the field of intelligence studies.

TODAY’S CYBER THREAT INTELLIGENCE FIELD

Much of the cybersecurity debate is grounded on the structural game-
theoretic asymmetry between attacking and defending agents. An attacker
needs only one weak point to compromise a network, while its defender
needs to account for all potential weak points in the security posture of its
organization. Even for a highly secured network, the system with the lowest
level of defense defines the entire network’s actual level of defense.

CTI strives to reduce the knowledge asymmetry between attackers and
defenders through the gathering and analysis of defensive counterintelligence
on cyber threats. A cyber threat is the composition of an actor with the
motivation and intention to exploit vulnerable points in a victim’s technology
infrastructure, with a set of specific capabilities such as malicious software
(malware). The scope of CTI is deliberately limited to defensive purposes, as
the majority of CTI analysis output intends to mitigate intrusions or
otherwise facilitate early detection.

The CTI movement gained traction with the publication of a report by
Mandiant on the activities of Chinese operatives, which they labeled
Advanced Persistent Threat 1 (APT-1).> The report described intrusion
operations by Unit 61398 of China’s People’s Liberation Army, an
organization affiliated with the army, with intrusions into more than 150
organizations. As its campaigns persisted over a long time frame, Mandiant
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deemed it APT-1. It was one of the first actor groups to be exposed to the
public. The report was a breakthrough because it included deep analysis, and
not only of the group’s technical tradecraft; it was also rich in context, such
as its personnel requirements, organizational placement, personal profiles of
operatives, and geospatial intelligence. Together with the report, Mandiant
released domain names, Internet Protocol (IP) addresses, and file hashes
serving as fingerprints of APT-1’s behavior.

While it can be argued that the report was put out to attract media
attention, it forced other vendors to publish technical details in order to
remain relevant. The Mandiant report set the standard for many reports to
come. After 2013, many security vendors started conducting similar analysis
on other actor groups, resulting in CTI being an industry in its own right.
Gartner has predicted that 20% of large enterprises will use commercial
services to inform their CTI by 2022.* The commercial CTI market is
expected to grow from 5.3 billion USD in 2018 to 12.9 billion in 2023, at a
compound annual growth rate of 19.7%.’

The CTI community consists of commercial, independent, and private-
sector researchers who share their analysis in various ways and forms. Threat
artifacts usually come in the form of Indicators of Compromise (IoCs);
tactics, techniques, and procedures (TTPs); or qualitative research reports.
IoCs are IP network addresses, domain names, and file fingerprints (hashes)
associated with malicious activity. IoCs are machine-readable, which enables
distribution to network security devices for automated detection. A TTP
describes an actor’s broader modus operandi. TTPs usually also include IoCs
and thus allow for contextualized analysis of malicious artifacts. Reports, like
the APT-1 report, usually come in portable document format (PDF),
describing threat actor groups, new threat campaigns, or new malware.
Security vendors are the biggest producers of these reports, while national
intelligence agencies also have released them in matters of national security.
Reports tend to be highly detailed, but are not machine-readable and less
suited for automated detection as a consequence.

The field has yielded analytical models, such as the Cyber Kill Chain,® the
Diamond Model,” the Pyramid of Pain,® and ATT&CK” to standardize the
semantics on the description and characterization of cyber threats. These
models have contributed to the field’s maturity, but also indicate its need for
standardization and methodology, which we will demonstrate in the
next section.

CYBER THREAT INTELLIGENCE: STILL CONNECTING THE DOTS

In this section, we will consider the current challenges of the CTI field. These
are independent challenges that will all benefit from methodological
improvement, as methodology is currently largely nonexistent. We argue that
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the field of intelligence studies can provide the CTI field the insight it requires
to move toward further maturation, as it has put significant effort into
improving intelligence analysis.

CTl Is Lacking Methodology

The body of knowledge of intelligence studies builds on the qualitative
methods from social science research.'® This is reflected in the work on
cognitive bias and its impact on analysis by authors such as Richards J.
Heuer and Sherman Kent. Many CTI community conference talks
paraphrase their work, together with Priority Intelligence Requirements and
Kent’s Words of Estimative Probability.11 Currently, however, the CTI field
seems to be stuck at assuming this borrowed terminology. Much of CTI
analysis is building on loose concepts to suggest it has analytic rigor, but in
fact it does not.

While Heuer’s seminal work, Psychology of Intelligence Analysis,'* is often
referenced in CTI conference talks,'® speakers fail to address how it guides
their analysis and how it helps solve challenges in their daily analysis practice.
The same fate befalls Heuer and Pherson’s Structured Analytic Techniques
(SATs)."* While the SATs form a collection of multiple techniques, many
CTI talks only provide lip service to the Analysis of Competing Hypotheses
specifically. Here again, accounts of operational implementation and
declassified examples are scarce. On a day-to-day basis, most CTI analysis is
input-driven by alerts and incoming raw data, rather than predetermined
hypotheses. This is an understandable effect of a field still in its infancy and
according to some also the case in regular intelligence analysis.'>

Cyber threats, however, have unique native propertics that make the
absence of methodology painfully manifest. The volume and velocity with
which new attacks are reported leads to a high daily influx of many single
IoC datapoints that need further triangulation to assess their relevance to the
specific threat context. It is, however, unfeasible to perform structural
analysis on each single datapoint. On the other hand, the absence of a
process can induce analysis paralysis, especially in smaller teams. While the
computer science field has offered several machine learning algorithms that
support data preprocessing, the translation of tacit knowledge into
algorithms will likely remain an unresolved challenge for years to come. The
solution lies in introducing process, not more technology.

It is issues like these where intelligence practitioners and scholars can
contribute to a solution that has the potential to benefit both fields. The IC
has an established reputation of introspection and self-scrutiny when it comes
to analytic benchmarks. The work on tradecraft work by Gates'® and
MacEachin'” are prime examples, as it led to graduate-level training courses
on methodology for Central Intelligence Agency analysts. It also led to
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analytic standards being formally encoded in Intelligence Community
Directives 200 and 203.'"® This work signifies an era of advancement of
intelligence analysis with many lessons learned that can illuminate the
CTI field.

CTl Is Shared but Hardly Being Used

Where Pearl Harbor and 11 September 2001 are significant events that
impacted the IC, CTI has its own intelligence failures. These often result
from an inability or unwillingness to share. If CTI is shared, it is usually not
picked up, leading to intelligence failures of its own. In this section we
consider barriers to sharing. Sharing is caring, but it is also currently scaring
a lot of organizations.

In 2015, the Bundestag, the German parliament, discovered a malicious
actor had gained access to the Parlakom network. The forensic investigation
reported the IP address 176.31.112.10 as being used by the attacker to
command and control the malware remotely. Details of the breach were
made available to the public in June 2015. The IP address used by the
attacker was also made public for use as an IoC." This allowed any
organization to detect potential malicious activity coming from that specific
IP address. Germany’s domestic security agency attributed this operation to
Russia’s Main Intelligence Directorate.’” A month before, the IP address was
also reported in an analysis of malware by U.S. security company Root9B,
also referring to Russian actors.?!

One year later, the U.S. Democratic National Committee,”* the World
Anti-Doping Agency,” and German Chancellor Angela Merkel’s Christian
Democratic Union party®* discovered breaches of their networks. The 2016
operations were also attributed to Russian state-sponsored hacking groups. It
is less known that the attacks could have been detected earlier if the IoC
from the 2015 Bundestag hack would have been used. In any of the cases the
attacker established network access long before discovery. However, simple
alerting of a sighting of the IP shared by the Bundestag would have resulted
in early detection of the malicious activity. This is what is called a Cassandra
in intelligence parlance. An outsider warns for an imminent adversary course
of events, but they are basically being ignored.>> However, the novelty for
CTI in this case was that the Cassandra (Bundestag) did not merely prophesy
a “strategic surprise” with circumstantial evidence, but offered actual forensic
evidence that was ignored by the organizations that were also hacked.

Sharing of CTI is further complicated by the limitations of the Traffic
Light Protocol (TLP). This uses traffic light colors to indicate whether
information can be shared across trust boundaries (the organization, the
Information Sharing and Analysis Center [ISAC]). Red restricts distribution
to direct participants only, whereas green limits disclosure to the community.
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White indicates unrestricted sharing. Amber, however, is very ambiguous:
share, but only within your organization, where the specific constraints can
be designated by the source. Furthermore, TLP is only made for sharing
between humans; it does not work for machine-based sharing of threat data.
Formal standards for machine-to-machine sharing, such as Structured Threat
Information eXpression, exist; however, most CTI is still shared in
unstructured means. This might explain why the majority of threat
intelligence sharing still takes place via unstructured formats, such as loose
comma-separated values and PDF files or no standard at all.*®

ISACs facilitate information-sharing across industry verticals and sectors.
ISAC:s can be a good source for free exchange of quality CTI. However, their
success tends to uphold only initially, as willingness to share is dependent on
ISAC size. As soon as additional participants enter the ISAC, sharing tends
to fall, as participants do not want freeloaders. As mentioned earlier, this is
not a technology problem, but a problem of trust.

CTI remains largely unshared. We believe that these are indeed important
barriers, and each should be addressed properly. However, we would like to
argue that these challenges are mostly preceded by a low level of situational
awareness about the magnitude of the cyber threat. Awareness of its
potential impact on business continuity usually offsets such concerns, hence
implementation of cybersecurity is often given free rein after major
intrusions. The lack of dissemination needs mending, otherwise CT1I is rather
a self-licking ice cream cone—a self-perpetuating system feeding only back
into itself.

CTl Is Generally of Low Quality

Data that can serve as a potential source of CTI comes in different varieties.
Its most common form is the IoC. This is an artifact like an IP address,
domain name, or file hash that is related to malicious activity according to
the source. IoCs are applied in the preposition that, if encountered on a
network, they indicate a potential compromise. IoCs, however, do not
indicate an actual compromise, as they can be false positive if a cloud
infrastructure IP address is abandoned by its original malicious owner and is
now used for benign purposes. Strictly taken, IoCs do not have intelligence
value by themselves, as they need to be correlated against network
infrastructure logging. IoCs should therefore not be regarded as CTI, as they
are not a finished intelligence product. Although many refer to IoCs as being
CTI, an IoC is an intermediary product that needs to be evaluated in the
context of the relevant threat environment.

The most common form of IoC consumption is through a feed. This is a
method of transferring the artifacts in a machine-readable, standardized
format that enables them to be “fed” to various network security products to
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automate detection. This way, the IoC feed has in essence become a new
approach to the classic blacklisting. In configurations like this, intelligence
analysis gets effectively outsourced to the CTI provider, as the CTI is not
seen by a human analyst. The IT systems of an average medium-sized
organization produce millions of system messages daily, of which only a very
minor share is investigated by human analysts. IoC-based detection can
facilitate risk-based prioritization, but this hinges on IoC quality. If a feed
produces too many false positives, this will lead to alert fatigue
with analysts.?’

Most sources of raw cyber threat data used to inform CTI are
undependable. Considered against quality parameters, such as completeness,
timeliness, verifiability, data interoperability, false positive ratio, and source
similarity, most feeds’ content skews toward one of these.”® Providers of
timely data tend to have a high false positive ratio. However, providers with
high accuracy and less false positives tend to be unverifiable, as the original
source of the data provided remains unspecified.

The market, however, has not been able to meet the fast-growing demand.
This has resulted in many CTI feeds offering intelligence of which the value is
difficult to estimate. A recent study of 24 open source CTI feeds has shown
that some feeds report malicious activity months after the first observance
and are biased toward specific countries.”” While vendors were observed
recycling data from other feeds, the observed overlap in artifacts was low,
even for feeds tracking the same threat. This implies that none of the vendors
have an acceptable coverage of the threat they are tracking.

The absence of significant overlap between feeds tracking the same threat
implies that CTI vendors currently do not only have partial coverage; the
slow reporting also implies a relatively limited contribution to timely threat
detection. One may argue that this is also the case with the traditional IC, as
significant discrepancies between the intelligence estimates of different
subcontractors might exist. With CTI vendors this is, however, primarily
caused by untransparent methodology and procedures, which are caused by a
limited amount of deployed sensors that serve as vantage points. This is
important, especially in the case of intelligence on cyber threats, as they can
pivot from data centers around the globe. With a broad vector of potential
various geographical locations, one must place sensors in a sensible and
balanced way, distributed over various geographical locations to ensure the
measurement base is adequate. With CTI vendors effectively operating as
intelligence contractors, they should be held accountable toward their
methodology, analysis practice, and procurement of raw intelligence
from sensors.

Many indicators currently shared via CTI feeds are of low value. They are
at the bottom of the Pyramid of Pain, a CTI model to indicate the quality of
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different data points.®® File hashes acting as a fingerprint to identify
malicious files are the most shared IoC type, but have a very short-lived
intelligence value. Of malware hashes, 98% are only seen for 58 seconds or
less, comparing first and last time observed.’' This proves that malware is
evolving so fast that sharing this type of IoC is irrational. Where antivirus
engines have abandoned hash-based detection mechanisms a long time ago,
the CTI field seems to be reiterating them.

CTI feeds can only exist due to a lack of competition, which is a problem
of economics. As the demand is bigger than the supply, it is difficult to assess
the added value. Currently this prompts many defenders to just ingest as
many feeds as possible, creating a signal-to-noise problem that has been
covered extensively in intelligence literature. The introduction of a formal
CTI methodology will also improve CTI quality. Where completeness and
timeliness are objective indicators of IoC value, currently the most-used
indicator of quality is true or false positive.

CTl Vendors Are Untransparent in Their Supply

The intelligence value of a raw datapoint depends on its source. To be able to
stand on its own it has to meet criteria of completeness, timeliness, and
verifiability. As of now, most organizations are “consumers” rather than
“customers” of threat data they use to feed their analysis process. Not only is
the methodology of their providers unknown, they also remain ignorant
about its provenance. The quality of underlying sources and assumptions
remains unclear.

From previous research it is known that commercial CTI providers often
outsource their CTI data to competitors because of lacking research and
development resources.*> One publicly known example of this is the Cyber
Threat Alliance, through which 25 member organizations share four million
observables on a monthly basis.* The coalition-forming of commercial
providers can lead to overlap in the reporting on certain threats, which is
largely absent in the freely available open source CTI feeds.>® To many
practitioners, this overlap is unknown and difficult to recognize in practice
due to the high price point of commercial feeds.

In its current form, the CTI supply chain is so deep that it is opaque how
individual pieces of intelligence are established. This lacking of a ground
truth not only makes it very difficult to establish quality, it is also impossible
to judge the relevancy of the data delivered by a provider (e.g., toward a
specific industry). In the scarce cases where any source attribution is done, it
is not more than a label (e.g., honeypot, The Tor exit). It can be argued that
procuring a CTT feed is effectively partial outsourcing of intelligence analysis,
which implies a trade-off in applicability and relevancy of analysis. Therefore,
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procured CTI must always be analyzed internally, but many CTI feeds are
consumed directly rather than being used as a third-party preprocessed input
to an in-house analysis cell.

CTl Is Too Biased

Naturally, bias can never fully be ruled out, and the CTI field is aware of
potentially biased analysis. In this section we argue, however, that the field is
not aware of the heavy bias of many of the CTI providers. As many
organizations consume raw data without any additional in-house analysis,
additional measures are required to address bias.

We have already shown that most CTI feeds are biased due to limitations
of their sensor base, which is a sampling bias. However from a commercial
perspective, for most commercial CTI providers it is very attractive to focus
on state actors and sophisticated threat groups. Many commercial providers
tend to frequently put out new reporting on the big nation-state actors,
because it makes for good marketing. The CTI industry does not seem
uncomfortable with alluding to state-sponsored activity constantly, instead of
other activity that might seem cyber petty criminal but is more relevant to the
average consumer. Also, the activities of lesser-known criminal groups or
nation-state actors like Turkey and India receive less coverage. The
magnification of actors from the opposing “Bloc” is not strange to the CTI
industry. Russia-based CTI vendor Kaspersky, known for uncovering the
activities of the Equation Group, the former Tailored Access Operations unit
of the National Security Agency,* has scarce reporting on Russian cyber
operations. On the other hand, U.S. CTI firm CrowdStrike is prolific on the
reporting of Russian activity but is tongue-tied on activity from its
own territory.

In the previous section we have argued providers must provide insight into
their supply chain. In addition to this, they should also provide insight into
their methodology and analysis process. Only then are customers able to
account for the biases introduced by the source and identify relevancy to
their own threat environment.

CTI Attribution Is Difficult

The attribution of malicious acts to their effective actors in CTI is
problematic. The OlympicDestroyer malware that targeted the Winter
Olympic Games in South Korea was only attributed to Russia after being
linked to North Korea initially. Some analysts stepped into the deceptive trap
deliberately placed by the malware authors, trying to frame North Korea.*®
It is perhaps for this reason that, in 2018, the United States Office of the
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Director of National Intelligence released its guidelines on the attribution of
attacks to specific countries or actor groups.®’

The challenge with attribution is further complicated by the myriad of
actor group names created by vendors for marketing purposes. Most CTI
vendors attribute new campaigns to specific actor groups. This introduces
challenges of its own, of which the differences in the naming of Russian
military intelligence actors is exemplary. There are known as Fancy Bear
(CrowdStrike), APT-28 (Mandiant/FireEye), Sofacy (Kaspersky),
STRONTIUM (Microsoft), Sednit (ESET), Tsar Team (iSight), Swallowtail
(Symantec), Pawn Storm (Trend Micro), TG-4127 (SecureWorks), and
Grizzly Steppe (U.S. government). The proliferation of group names
complicates the analysis of actor TTPs.

The above is largely a consequence of attribution being used as a
marketing instrument. CTI vendors each use their own naming scheme to
identify actors in order to be easily recognizable. While this is sensible from a
marketing point of view, it causes confusion with practitioners, as it distorts
the threat landscape. Currently actor group names are only useful to identify
the CTI vendor that coined their names. A common naming convention does
not exist, which leads to two problems. First, the number of threat groups
that actually exists is largely overestimated. Second, the absence of a naming
convention complicates intelligence sharing. Each different name for the same
group is an additional data point that complicates inference, which in turn
contributes to the signal-to-noise ratio.

Initial work on this has been performed by Mitre, which has categorized
actor entities and associated names in the ATT&CK framework.*® However,
the CTI field must reach a common agreement on the naming of threat actor
groups. Only through uniformity can practitioners interpret actual new TTPs
and campaigns over just rebranded ones.

CYBER THREAT INTELLIGENCE: AN IDEAL LIAISON

Despite its challenges, CTI should not be discarded too quickly. CTI is an
emerging field that has potential for the IC of government intelligence
agencies and related organizations. With its aim to apply computer science in
the defense against the malicious use of communication technology, the field
carries important opportunities, which we highlight in this section.

CTl Expands the Collection Spectrum

Commercial providers of CTI usually have sensors placed in customer
networks. This provides them with a different resource for CTI collection
over government intelligence agencies. While government intelligence
agencies may also have sensors in networks of organizations of strategic
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importance, data from the sensor base of commercial CTI providers can
potentially fill collection gaps and expand the view on the threat landscape.
This provides an important intelligence angle in a threat environment where
state-sponsored groups have intrusion operations into businesses of strategic
importance in other states. Some argue that by adding CTI providers in the
collection process, the signal-to-noise ratio is even further increased.
However, as pointed out by Wirtz, the biggest risk is not being flooded by
raw data, but it not offering valuable information about the most
important targets.*’

One example of the value added by commercial CTI companies is the
technical analysis from FireEye, which was referenced multiple times in a
2018 report ordered by the president of the United States on Chinese
industrial espionage. FireEye’s intelligence indicated 262 intrusions over a
half-year period by 72 unique Chinese actor groups.** The report also
recognized that in April and May 2016, four semiconductor and chemical
companies from the United States, Europe, and Asia were compromised by
the same operatives. It is these cases where CTI firms can add value, as they
might provide additional visibility into victim networks through sensor
placement, which would have otherwise remained unknown.

CTl Can Bring Artificial Intelligence (Al to Intelligence

The abundant and growing amount of data on cyber threats needs to be
aggregated and data-mined into information ready for human analysis.
Intelligence analyst resources are scarce and expensive. Fortunately, Al
technology is now becoming mature. Al holds much potential to solve the
Big Data problem that many organizations are trying to solve. Al can help to
preprocess raw input data to offload human analysts. Various examples of
successful application of Al technology that are relevant to intelligence
analysis already exist, such as Support Vector Machines, which have been
proven successful many times in detecting covert channels on a
computer network.*!

With its potential for decision support through the preprocessing of large
quantities of input data, we believe that, in the near future, Al will provide
useful intelligence use-cases. Especially for intelligence analysis, “artificial”
intelligence will never be able to replace the decisionmaking capabilities of a
team of human analysts.

CTl Increases the Intelligence Community of Practice

The CTI community did not grow on its own. It has a strong link to the
government intelligence agencies in jurisdictions such as the United States
and United Kingdom. Many experts formerly employed with these agencies
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now fill intelligence roles at commercial CTI providers. The rise of
commercial CTI increases the size of the community of intelligence practice
as the number of workers with analytical skills and technical skills is
increased. Furthermore, commercial CTI providers can help prioritize
analysis activities at government agencies, because they are supplied with
more quality resources of raw input on various threat actor groups. This can
offload resources at government intelligence agencies that historically struggle
to attract quality resources. The rise of commercial CTI, however, also
increases the funnel of potential hires for government intelligence agencies.

CONCLUSION

In this article we stated the position that the CTI field is often inadequate in
its analysis. This is primarily because its methodology is flawed. As a result,
CTI is currently delivering a broken product due to a broken process.

This is, however, quite reasonable. While CTI has already contributed to
the exposure of many intrusion campaigns by nation-state hacking groups, it
is a field in its infancy that needs to advance to a higher level of maturity. We
have argued that for this, CTI must deduce from work on methodology
encoded in its parent field of intelligence studies.

We have further demonstrated that the field has several challenges that it
needs to solve. When the CTI field succeeds at improving its methodology,
the impact of the challenges with the quality, supply, bias, and actor naming
will be reduced as well. Furthermore, we have demonstrated that the CTI
field, through its strong roots in computer science, has important
opportunities for the broader IC.

As optimistic practitioners and scholars of CTI, we believe the initiation of
this debate is necessary to advance the CTI field to its next era, analogous to
the several reformations through which the IC has lived. A field’s principles
and theories must be falsifiable and able to confront aims of falsification in
order to progress its theories. This is basic scientific scrutiny and if CTT is
antifragile it will thrive and mature when exposed to such pressures.

With their shared duty of maintaining a strategic advantage in an age of
complex threats, further alliance of the IC with the CTI field will drive cyber
defense for the years to come.
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